GUVENLi PARTNER ENTEGRASYONU

Platin Pay H2H API Rehberi

Odeme ekranini kendi uygulamasinda yéneten partnerler icin imzali H2H API akisi.

Base URL

https://platinpay.net Kopyala

\

TR EN
Web API Postman paketini indir

H2H API
® Baslangig Kimlik Dogrulama ® Deposit Bankalar
® Deposit Olustur Deposit Status ® Reject Deposit
® Withdraw Olustur Withdraw Status ® Reject Withdraw
Kasa Bakiyesi Hata ve Retry ® Callback
Signature
- API

Baslangi¢

H2H API; kasa bakiyesi, banka listesi, deposit/withdraw create, status ve reject cagrilarini server-to-
server yuratar.

Endpoint haritasi

POST POST

Deposit Bankalar Deposit Olustur


https://platinpay.net/integration-guide/v2/h2h/tr
https://platinpay.net/integration-guide/v2/h2h/en
https://platinpay.net/integration-guide/v2/web/tr
https://platinpay.net/integration-guide/v2/h2h/tr
https://platinpay.net/postman/h2h-api-postman.zip

/api/v2/h2h/banks /api/v2/h2h/create/deposit
.
(
POST POST
Deposit Status Reject Deposit
/api/v2/h2h/deposit/status-check /api/v2/h2h/reject/deposit
.
r
POST POST
Withdraw Olustur Withdraw Status
/api/v2/h2h/create/withdraw /api/v2/h2h/withdraw/status-check
.
r
POST POST
Reject Withdraw Kasa Bakiyesi
/api/v2/h2h/reject/withdraw /api/v2/h2h/balance
.

Entegrasyon kontrol listesi

1.

2.

3.

Size verilen api_key ve api_secret degerlerini yalnizca server tarafinda saklayin.
Her endpoint icin dokiimanda belirtilen alan sirasiyla SHA-512 Uretin.
api_key degerini X-API-Key, hash sonucunu X-Signature headerinda génderin.

Her create requesti icin yeni order_id Uretin; retry sirasinda ayni order_id degerini koruyun.

. Final sonucu imzali callback ile dogrulayin; ayni sonug tekrar gelirse finansal mutasyonu

yinelemeyin.

Glivenlik siniri

1.

2.

3.

K

api_secret request body, query string, header veya callback payload iginde génderilmez.
imzalanan alanlar dokiimandaki sirada, araya ayirici eklemeden birlestirin.

Tam cagrilart HTTPS Uzerinden ve tanimli kaynak IP adreslerinden gonderin.

HEADERS



Kimlik Dogrulama

Tdm endpointler X-API-Key ve endpoint icin Uretilen X-Signature ister.
HTTP headers
Accept: application/json

Content-Type: application/json
X-API-Key: YOUR_API_KEY

X-Signature: GENERATED_SHA512 SIGNATURE

Amount canonicalization

Hash alani olan amount tam sayiysa aynen kullanilir; yalnizca kisurathysa iki ondalikli plain decimal
bicimine getirilir: 1000 — 1000, 1000.5 — 1000.50. Binlik ayirici ve bilimsel gosterim kullanmayin.
Create requestlerindeki amount icin desteklenen maksimum deger 4294967295. H2H banks

requestinde amount yoksa hash girdisi bos stringdir.

Callback URL ve opsiyonel miisteri alanlar

callback_url tim create requestlerinde zorunludur ancak imza hesabina dahil degildir; islemin final
sonucu bu istekte gonderdiginiz adrese iletilir. Public DNS’e ¢6ziimlenen HTTPS domain ve
subdomain adresleri desteklenir; 6zel port, path ve query kullanilabilir. Redirect takip edilmez.
Callback adresi sistemde 6nceden tutulmaz. Tum create endpointleri gerektiginde client_email,

client_identityno, client_birthday ve client_sender_phone alanlarini da kabul eder.

B POST - /APi/V2/H2H/BANKS
Deposit Bankalan

H2H 6deme ekraninda gosterilebilecek deposit bankalarini ve tutara gore uygunluk bilgisini

dondurdr.

post Deposit Bankalar



Endpoint

Kopyala

https://platinpay.net/api/v2/h2h/banks

Signature girdisi

Dinamik alan sirasi: amount

.

Request alanlarn

Alan Tip Zorunlu

amount number  Hayir

Request

"amount": 1000

Response

"status": true,
"banks": [
{
llidll: 1)

"name": "FAST",

SHA512 (api_secret + api_key + amount)

Aciklama

Uygunluk tutar. Gonderilmezse hash girdisi bos stringdir; tam

saylysa aynen, kisuratliysa iki ondalikla kullanir.

"is available": true

"id": 2,

"name": "Garanti",




"is available": false

-X POST "https://platinpay.net/api/v2/h2h/banks" \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_SIGNATURE" \
--data '{
"amount": 1000

Uygulama notlari

e is_available=false olan bankay: secilebilir gdstermeyin.

+ POST - /APi/V2/H2H/CREATE/DEPOSIT
Deposit Olustur

H2H deposit olusturur ve musteriye gosterilecek banka hesap bilgisini dogrudan déndurr.

amount imzalidir.

post Deposit Olustur

Endpoint

https://platinpay.net/api/v2/h2h/create/deposit




Signature girdisi

.

Request alanlarn

Alan Tip
order_id string
client_id string
client_name string
client_surname string

client_username string

amount number
bank_id integer
callback url URL

Request

Zorunlu

Evet

Evet

Evet

Evet

Evet

Evet

Hayir

Evet

SHA512 (api_secret + api_key + order _id + client _id + amount)

Dinamik alan sirasi: order_id - client_id - amount

Aciklama

Benzersiz merchant order ID.
Merchant sistemindeki musteri ID.
Mdusteri adi.

Mdsteri soyadi.

Mdsteri kullanicr adi.

Deposit tutari; hashte tam sayiysa aynen, kusuratliysa
iki ondalikla kullanilir. Desteklenen maksimum deger
4294967295.

Tercih edilen deposit bankasi. Banka se¢mek

istemiyorsaniz bu alani géndermeyin.

islemin final sonucunun génderilecegi callback
adresi. Public DNS'e ¢6ziimlenen HTTPS domain ve
subdomain adresleri desteklenir; 6zel port, path ve
query kullanilabilir. Redirect takip edilmez ve imza
hesabina dahil degildir.

Kopyala

"order_id": "H2H-DEP-20260720-0001",

"client_id": "customer-8742",




"client _name": "Ahmet",

"client_surname": "Yilmaz",

"client_username": "ahmet8742",

"amount": 1000,

"bank_id": 1,

"callback_url": "https://merchant.example/callback/deposit"

Response

"status": true,
"transaction_id": 12345,
"bank_details": {

"bank_id": 1,

"bank_name": "FAST",

"owner": "Example Account",

"iban": "TR©11223344556677889900"

-X POST "https://platinpay.net/api/v2/h2h/create/deposit"” \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_ SIGNATURE" \
--data '{
"order_id": "H2H-DEP-20260720-0001",

"client_id": "customer-8742",

"client_name": "Ahmet",

"client_surname": "Yilmaz",
"client_username": "ahmet8742",
"amount": 1000,

"bank_id": 1,




"callback url": "https://merchant.example/callback/deposit"

Uygulama notlari

e Musteriye yalnizca response icindeki bank_details bilgisini gdsterin.
e Ayni order_id ile retry ikinci bir deposit olusturmaz.

v POST - /APi/V2/H2H/DEPOSIT/STATUS-CHECK

Deposit Status

Merchant order_id ile deposit durumunu sorgular.

post Deposit Status

Endpoint Kopyala

https://platinpay.net/api/v2/h2h/deposit/status-check

Signature girdisi
SHA512 (api_secret + api_key + order_id)

Dinamik alan sirasi: order_id

\

Request alanlari

Alan Tip Zorunlu Aciklama

order_id string Evet Deposit create requestinde kullanilan order_id.



Request Kopyala

"order_id": "H2H-DEP-20260720-0001"

Response Kopyala

"order_id": "H2H-DEP-20260720-0001",
"amount": 1000,

"status": "waiting"

Olasi status degerleri

Status Anlami

waiting islem hentiz final degildir. Sistem icindeki bekleme tiirlerinin tamami bu

degerle gosterilir.
confirmed islem onaylanarak tamamlanmustir.

rejected islem reddedilerek tamamlanmistir.

Kopyala

-X POST "https://platinpay.net/api/v2/h2h/deposit/status-check"” \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_ SIGNATURE" \
--data '{

"order_id": "H2H-DEP-20260720-0001"




Uygulama notlari

e Response icindeki amount glincel islem tutaridir; islem onaylanirken degistirildiyse create
requestindeki tutardan farkl olabilir.
e Final sonug icin callback ana kaynaktir; status check takip ve mutabakat icindir.

! POST - /APi/V2/H2H/REJECT/DEPOSIT
Reject Deposit

Tamamlanmamis deposit islemini transaction_id ile iptal eder.

post Reject Deposit

Endpoint

https://platinpay.net/api/v2/h2h/reject/deposit

Signature girdisi
SHA512 (api_secret + api_key + transaction_id)

Dinamik alan sirasi: transaction_id

\

Request alanlari

Alan Tip Zorunlu  Aciklama
transaction_id string  Evet Create responseundaki transaction_id. Hash hesabina
dahildir.

Request




“"transaction_id": "12345"

Response Kopyala

"status": true,

"message": "Deposit rejected successfully"

Kopyala

-X POST "https://platinpay.net/api/v2/h2h/reject/deposit"” \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_ SIGNATURE" \
--data '{

“"transaction_id": "12345"

Uygulama notlari

e Yalnizca musterinin islem tamamlanmadan iptal ettigi akislarda kullanin.
e Islem aktif bir provider entegrasyonuna génderildiyse provider cancel sézlesmesi

bulunmadigi icin yerel reject uygulanmaz; endpoint HTTP 409 doner.

- POST - /APi/V2/H2H/CREATE/WiTHDRAW
Withdraw Olustur

H2H withdraw talebini olusturur. amount, bank_id ve bank_detail sirasiyla imzalanir.




post Withdraw Olustur

Endpoint Kopyala

https://platinpay.net/api/v2/h2h/create/withdraw

Signature girdisi

SHA512 (api_secret + api_key + order_id + client_id + amount + bank_id +
bank _detail)

Dinamik alan sirasi; order_id - client _id - amount - bank_id - bank detail

.

Request alanlarn

Alan Tip Zorunlu  Aciklama

order_id string Evet Benzersiz merchant order ID.

client_id string Evet Merchant sistemindeki musteri ID.
client_name string Evet Mdusteri adi.

client_surname string Evet Mdsteri soyadi.

client_username string Evet Mdsteri kullanici ad.

amount number  Evet Withdraw tutari; hashte tam saylysa aynen,

kusuratliysa iki ondalikla kullanilir. Desteklenen
maksimum deger 4294967295.

bank_id integer Evet Withdraw bankasi; 1 varsayilan olarak kullanilabilir.
bank_detail string Evet Bosluksuz musteri IBAN bilgisi.
callback_url URL Evet Islemin final sonucunun génderilecegi callback

adresi. Public DNS'e ¢6ziimlenen HTTPS domain ve
subdomain adresleri desteklenir; 6zel port, path ve



Tip Zorunlu  Aciklama

query kullanilabilir. Redirect takip edilmez ve imza
hesabina dahil degildir.

Request

"order_id": "H2H-WD-20260720-0001",

"client_id": "customer-8742",

"client _name": "Ahmet",

"client_surname": "Yilmaz",

"client_username": "ahmet8742",

"amount": 750,

"bank_id": 1,

"bank_detail": "TR330006100519786457841326",

"callback url": "https://merchant.example/callback/withdraw"

Response Kopyala

"status": true,

"transaction_id":

-X POST "https://platinpay.net/api/v2/h2h/create/withdraw" \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_SIGNATURE" \
--data '{
"order_id": "H2H-WD-20260720-0001",
"client_id": "customer-8742",

"client_name": "Ahmet",




"client_surname": "Yilmaz",
"client_username": "ahmet8742",

"amount": 750,

"bank_id": 1,

"bank _detail": "TR330006100519786457841326",

"callback_url": "https://merchant.example/callback/withdraw"

Uygulama notlar

e Imza alan sirasi order_id — client_id — amount — bank_id — bank_detail seklindedir;
amount degeri 750 ise 750, 750.5 ise 750.50 kullanilr.

e Ayni order_id ve degismemis request, withdraw final degilken ikinci bir islem olusturmaz
ve mevcut transaction_id degerini dondurir. Withdraw onaylandi veya reddedildiyse ayni
order_id tekrar kullanilamaz; HTTP 409 ve Order ID already exists cevabi doner. Yeni

withdraw icin yeni order_id Uretin.

\/ POST - /APi/V2/H2H/WiTHDRAW/STATUS-CHECK
Withdraw Status

Merchant order_id ile withdraw durumunu sorgular.

post Withdraw Status

Endpoint

https://platinpay.net/api/v2/h2h/withdraw/status-check

Signature girdisi

SHA512(api_secret + api_key + order id)




Dinamik alan sirasi: order_id

Request alanlari

Alan Tip Zorunlu Aciklama

order_id string Evet Withdraw create requestinde kullanilan order_id.

Request Kopyala

"order_id": "H2H-WD-20260720-0001"

Response Kopyala

"order_id": "H2H-WD-20260720-0001",

"status": "waiting"

Kopyala

-X POST "https://platinpay.net/api/v2/h2h/withdraw/status-check" \
"Accept: application/json" \

"Content-Type: application/json" \

"X-API-Key: YOUR_API_KEY" \

"X-Signature: GENERATED_SIGNATURE" \
--data '{
"order_id": "H2H-WD-20260720-0001"

Uygulama notlan

e Final sonug igin callback ana kaynaktir; status check takip ve mutabakat icindir.



! POST - /APi/V2/H2H/REJECT/WITHDRAW

Reject Withdraw

Tamamlanmamis withdraw islemini transaction_id ile iptal eder.

post Reject Withdraw

Endpoint

https://platinpay.net/api/v2/h2h/reject/withdraw

Signature girdisi
SHA512(api_secret + api_key + transaction_id)

Dinamik alan sirasi: transaction_id

k

Request alanlari

Alan Tip Zorunlu  Acgiklama

transaction_id string  Evet Create responseundaki transaction_id. Hash hesabina

dahildir.

Request Kopyala

“"transaction_id": "54321"

Response

Kopyala




"status": true,

"message": "Withdraw rejected successfully"

Kopyala

-X POST "https://platinpay.net/api/v2/h2h/reject/withdraw" \
"Accept: application/json" \
"Content-Type: application/json" \
"X-API-Key: YOUR_API_KEY" \
"X-Signature: GENERATED_SIGNATURE" \
--data '{
"transaction_id": "54321"

}

Uygulama notlari

e Yalnizca musterinin islem tamamlanmadan iptal ettigi akislarda kullanin.
o Islem aktif bir provider entegrasyonuna gonderildiyse provider cancel sézlesmesi
bulunmadigi icin yerel reject uygulanmaz; endpoint HTTP 409 doner.

£ POST - /APi/V2/H2H/BALANCE
Kasa Bakiyesi

imzali APl anahtarina bagli sitenin giincel kasa bakiyesini dondiirir. Bagka bir site secilemez ve

request body gonderilmez.

post Kasa Bakiyesi

Endpoint Kopyala




https://platinpay.net/api/v2/h2h/balance

Signature girdisi
SHA512 (api_secret + api_key)

Dinamik alan sirasi: —

Request body yok

Bu requestte yalnizca gerekli headerlari génderin; JSON body géndermeyin.

Response

"status": true,

"balance": 125000.5

Response alanlan

Alan Tip Aciklama
status boolean istek dogrulandiginda ve kasa bilgisi basariyla déndirildiginde true olur.
balance number  imzali X-API-Key'e bagli sitenin giincel kasa bakiyesidir. Kasa negatif

bakiyeye izin veriyorsa deger negatif olabilir.

curl -X POST "https://platinpay.net/api/v2/h2h/balance” \
-H "Accept: application/json" \

-H "Content-Type: application/json" \




-H "X-API-Key: YOUR_API_KEY" \

-H "X-Signature: GENERATED_SIGNATURE"

HTTP

401

403

404

409

409

422

Uygulama notlari

e Request body iginden site segilemez. Endpoint yalnizca X-API-Key ile dogrulanan sitenin

kasasini dondurdr.

e balance ¢agr anindaki glincel kasa degeridir; finansal hareketlerden sonra yeniden

sorgulanabilir.

HTTP

Hata ve Retry

HTTP status, message ve Onerilen aksiyonu birlikte degerlendirin.

message

Invalid API credentials or

signature

Deposit API Disabled /
Withdraw API Disabled

Deposit order not found /

Withdraw order not found

Order ID already exists

Order ID already exists
with different request
data

Validation error

Partner aksiyonu

X-API-Key, X-Signature ve imzalanan alan sirasini kontrol
edin.

Site islem iznini ve kaynak IP allow-list kaydini kontrol

edin.

Status requestindeki order_id ve islem tirtni kontrol edin.

Onaylanmis veya reddedilmis bir withdraw order_id
degerini yeniden kullanmayin; yeni ¢ekim icin yeni order_id

uretin.

Ayni order_id ile yalnizca degismemis requesti retry edin.

Alan formatlarini ve create requestindeki zorunlu

callback_url degerini kontrol edin.



HTTP  message Partner aksiyonu

409 Active provider Provider isleminde yerel reject uygulanmaz; status ve
transaction cannot be callback sonucunu takip edin, reject istegini otomatik retry
rejected locally etmeyin.

Retry karari

401, 403, 409 ve 422 response degerlerini otomatik retry etmeyin. Network timeout veya 5xx

durumunda ayni order_id ve degismemis request ile kontrolli retry yapin.

(&) DEPOSIT / WiTHDRAW

Callback

Final deposit veya withdraw sonucu callback_url adresinize imzali POST requesti olarak gonderilir.

Callback signature
SHA512(api_secret + api_key + order_id + client_id + amount + status)

type alani payload icinde islemin deposit veya withdraw oldugunu belirtir ancak callback hashine

dahil degildir. amount tam sayiysa aynen, kistratliysa iki ondalikli canonical formuyla kullanihr;

reject_reason hashte yer almaz.

Callback headers Kopyala
Content-Type: application/json

X-API-Key: YOUR_API_KEY

X-Signature: GENERATED_CALLBACK_SIGNATURE

Confirmed callback 6rnegi Kopyala

"type": "deposit",




"order_id": "H2H-DEP-20260720-0001",

“"client_id": "customer-8742",

“transaction_id": 12345,

"amount": 1000,
"status": "confirmed",

"reject_reason": null

Dogrulama ve tekrar giivenligi

1. X-API-Key ile kendi credential kaydinizi bulun.
2. order_id kaydini bulun ve client_id/amount degerlerini kendi kaydinizla karsilastirin.

3. amount tam saylysa aynen birakin, kisuratlysa iki ondaliga normalize edin; order_id, client_id,

amount ve status alanlarini dokiimandaki sirada birlestirin.
4. SHA-512 sonucunu X-Signature ile gtivenli sekilde karsilastirin.

5. Ayni order_id + type + status daha dnce islendi ise finansal mutasyonu tekrarlamayin.

Callback endpointi 12 saniye icinde HTTP 200 ve {"success": true} dénmelidir. Network veya timeout

hatalarinda ayni sonug tekrar génderilebilir.

Beklenen cevap

"success": true

Callback type sozliigii
type alani islem yoninu belirtir ve yalnizca asagidaki kictk harfli degerlerden birini alir.
Type islem Anlami

deposit Para Callback bir deposit islemine aittir; eslesen deposit kaydini
yatirma glncelleyin.



Type islem Anlami

withdraw Para cekme Callback bir withdraw islemine aittir; eslesen withdraw kaydini

glncelleyin.

Status sozliigii

Callback yalnizca final confirmed veya rejected sonucu igin génderilir. waiting ve diger ara durumlar

callback olarak gonderilmez.

Status Anlami Partner aksiyonu
confirmed islem basariyla Siparisi bir kez basarili isaretleyin.
tamamland.
rejected islem reddedildi. Siparisi basarisiz isaretleyin ve reject_reason bilgisini
kaydedin.
# SHA-512
Signature

Tek signature fonksiyonuna sirali alan listesini vererek tim cagrilari imzalayabilirsiniz.

Endpoint Siral alanlar Formiil

/api/v2/h2h/banks amount SHA512(api_secret +
api_key + amount)

/api/v2/h2h/create/deposit order_id + SHA512(api_secret +
client_id + api_key + order_id +
amount client_id + amount)

/api/v2/h2h/deposit/status-check order_id SHA512(api_secret +

api_key + order_id)

/api/v2/h2h/reject/deposit transaction_id SHA512(api_secret +

api_key + transaction_id)



Endpoint Sirah alanlar Formiil

/api/v2/h2h/create/withdraw order_id + SHA512(api_secret +
client_id + api_key + order_id +
amount + bank_id client_id + amount +
+ bank_detail bank_id + bank_detail)

/api/v2/h2h/withdraw/status-check order_id SHA512(api_secret +

api_key + order_id)

/api/v2/h2h/reject/withdraw transaction_id SHA512(api_secret +

api_key + transaction_id)

/api/v2/h2h/balance = SHA512(api_secret +
api_key)
Callback order_id + SHA512(api_secret +
client_id + api_key + order_id +
amount + status client_id + amount +
status)

Kod 6rnegi girdileri

Asagidaki fields listesine tablodaki sirayla string degerleri verin. amount tam sayiysa 1000,

kisuratliysa 1000.50 gibi iki ondalikli bigimi kullanin.

PHP Node.js Python Java

Kopyala

function createSignature(string $apiSecret, string $apiKey, array $fields): string

{

return hash('sha512', $apiSecret . $apiKey . implode('', $fields));




